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Abstract
We are currently experiencing an all-embracing digitalisation of our societies and economies. The pervasive nature of information and communication technologies is leading to the 'datafication' of most of our activities and relationships. This development is producing so far unknown amounts of data. New developments in Information Technologies do not only allow capturing but also storing, linking and analysing these data to infer conclusions on data subjects in massive amounts. This new ability might impact persons' everyday life in different ways, positively or negatively. Ethical implications thereof have already been discussed in literature. The proposed paper will discuss the implications of using big data in official statistics. These implications will differ from risks and hazards related to big data usage in general. Firstly, Statistical offices are not targeting individual subjects but only aggregated results and identified patterns. Secondly, there are already principles and ethical guidelines concerning the statistical confidentiality of personal data. Therefore the paper will focus on issues of data quality, availability of data sources, dependence on third party sources, data manipulation influencing the results, transparency of data and methods of data analytics, or scientific approach to data analytics. The paper will identify issues and analyse possible consequences for official statistics and contrast them with the existing ethical frameworks (Fundamental principles of official statistics, European Statistics code of practice, Declaration on Professional Ethics). Finally the paper will define or emphasize relevant principles on the ethics of using big data that could be followed in the process of integrating these new data sources into Official Statistics.
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1. Introduction
The main objective of this study is to review the ethical framework of European official statistics in the light of the envisaged use of big data for inclusion into producing official statistics. Before introducing big data that have a different nature from any other traditional source of official statistics, it is necessary to assess if the use of big data is compatible with professional ethics and whether it is necessary to update existing statistical principles that were based on statistical enquires and administrative data in the statistical production process.
2. Conceptual Approach of the Study
2.1 Professional ethics of official statistics
The ethical norms of statisticians working within a variety of economic, cultural, legal and political settings are expressed in the Declaration on Professional Ethics that defines the professional values of statisticians and principles derived from these values.
The ethical norms of statisticians working in government institutions that are entitled to produce and disseminate official statistics are set in national codes of conduct that are largely based on the Fundamental Principles of Official Statistics adopted by the UN General Assembly.
The development, production and dissemination of European statistics are governed by the statistical principles: professional independence, impartiality, objectivity, reliability, statistical confidentiality and cost effectiveness. The statistical principles are further elaborated in the European Statistics Code of Practice. 
The European Statistics Code of Practice and the UN Fundamental Principles of Official Statistics based on shared professional values, constitute the ethical framework of European (official) statistics. 
2.2. Approach used to review professional ethics of European statistics
Big data is different from traditional data sources of official statistics. Therefore, a first step of the Study should be to identify the characteristics of big data that may raise questions related to compliance with statistical principles at different stages of the statistical production process. These stages include data acquisition, data processing, dissemination of statistical output based on big data sources. 
Secondly, the possible ethical issues are assessed against the existing principles of European Statistics Code of Practice and the Fundamental Principles of Official Statistics. In a case where the existing principles do not provide an immediate answer to ethical questions, they are evaluated from the point of view of shared professional values of statisticians expressed in the Declaration on Professional Ethics.

3. Big Data and Official Statistics
In order to be able to harness the potential of big data, statistical authorities need to be ready to face new challenges. Big data have not been designed for statistical purposes. Therefore, it does not necessarily meet statistical standards on the concepts and definitions. Big data may contain personal information that would require from statistical authorities not only to ensure the confidentiality of the data received but also to respect the privacy of the data subjects 
Big data provides the ability to easily summarise and link various aspects of peoples’ behaviour, which can result in revealing the identity of people. The potential misuse of personal information can damage the reputation of individual(s) and may affect his or her personal life negatively.
For some companies, big data has an important commercial value. That could prevent sharing the data with statistical authorities or may have negative consequences of business performance.
3.1. The use of big data for official statistics from professional point of view
In order to produce statistical output and disseminate it as official statistics, NSIs follow a set of steps that constitutes a statistical business process model. Independently of the data sources (statistical questionnaires, administrative data etc.), the statistical business process covers data acquisition, data processing and dissemination of statistical indicators. These steps are reflected in the principles of European Statistics Code of Practice that are grouped into three main categories: institutional environment, statistical processes and statistical output. 
The adherence to statistical principles ensures the trust of the public in the integrity of statistical systems and confidence in official statistics. The integration of big data into production of official statistics should ensure preserving and re-enforcing this trust in the statistical system.  Therefore, the respect of the ethical norms is highly important. The principles of the European Code of Practice have been developed before the big data era and may not reflect the latest technological developments, particularly as far as the indicators of good practice are concerned. 
Analysis of the relevance of the existing statistical principles to be applied at the main steps of statistical business production process, taking into account specific characteristics of big data as the data source of official statistics, is provided below. 
3.2. Access to big data sources
In most cases, big data is collected by private companies. Access to these data sources by statistical offices is a priori not enforced by law. Private data holders may grant access to these data on a voluntary basis. Provision of big data to statistical offices will also depend on benefits realised or perceived by businesses.
Principle 2 of the European Statistics Code of Practice requires the existence of a legal mandate for data collection. The UN Fundamental Principles of Official Statistics (Principle 5) states that "Data for statistical purposes may be drawn from all types of sources, be they statistical surveys or administrative records. Statistical agencies are to choose the source with regard to quality, timeliness, costs and the burden on respondents".
The statistical principles do not prevent the use of big data in official statistics, even if the law does not enforce access to the data. However, big data might be considered as an economic asset by private data holders, which can result in resistance to sharing the data with statistical offices without compensation. According to the Australian Bureau of Statistics (2014), "this raises the issue of how the NSO [National Statistical Offices] might acquire commercially valuable or sensitive data for statistical production, particularly if the statistics compete directly with information products created by the data owner or they compromise its market position. This issue is made more complex by the fact that there may be several parties with some form of commercial right in relation to a data set, either through ownership, possession or licensing arrangements”.
Varying or unclear conditions for data access may raise concerns of professional independence in a situation where private companies that have acquired big data put pressure on the statistical authorities for them to promote their business. Professional independence is essential for a statistical organization. It establishes credibility among its users and creates a relationship of respect and trust in statistical system.

3.3. Selection of big data providers
Some companies that collect big data provide the data to the brokerage companies in order to process the data and deliver the results to the users. Data brokers typically collect and share information about consumers without interacting directly with them. Consumers are largely unaware that data brokers are engaging in these practices and, to the extent that data brokers offer consumers explanations and choices on how they use their data, that information may be difficult to find and understand. Data may be collected from many sources and are linked by data subject and then aggregated to groups. The methods and algorithms for data processing usually are not disclosed. Information on quality of the results is limited and can only be assessed indirectly depending on the aggregation level. This may lead to concerns related to scientific approach, transparency and the quality of the data.
It may also raise a question of trust in big data providers when the data collected by them is going to be used for official statistics. The European Statistics Code of Practice as well as the UN Fundamental Principles of Official Statistics do not address the question of trust in the secondary data sources providers as they only have covered data collected from public administration so far. Trust is not only related to transparency that requires to disclose the data sources and methods used for producing official statistics but also to the respect of the data subjects. 
Collaboration with the data providers that are lacking transparency may not only compromise the reputation of statistical authorities but also question the quality of official statistics if the origin of the data collected is questionable or unclear.
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The use of big data raises significant privacy concerns. According to the General Data Protection Regulation, personal data can only be gathered legally under strict conditions for a legitimate purpose. Persons or organisations that collect and manage personal information must protect it from misuse and must respect certain rights of the data owners which are guaranteed by law. The data subjects should receive clear and understandable information when their personal data is processed. Whenever the subjects’ consent is required, it will have to be given by means of a clear affirmative action before a company can process personal data. These legal requirements are fully in line with professional ethics of statisticians .
In order to work in line with professional ethics the data subjects should be informed that their personal data (or anonymised data) is shared with statistical authorities for the purposes of official statistics. It can be done by both big data holders and statistical agencies. Information to the data subjects could be provided personally, e.g. by including it into Terms of Services by data holders, or in general, e.g. publishing information on the use of data for statistical purposes on publicly accessible media. Furthermore, the public should be informed about the privacy and data security policy of the statistical agencies.
3.5. Applying big data analytics
Big data analytics refers to:
· Data analysis being undertaken that uses high volume of data from a variety of sources including structured, semi structured, unstructured or even incomplete data; and 
· The phenomenon whereby the size (volume) of the data sets within the data analysis and velocity with which they need to be analysed has outpaced the current abilities of standard business intelligence tools and methods of analysis.
· The complexity of the relationships with complex structures embedded in the data has reached a level that cannot be handled by the current tools and models of statistics and analysis.[footnoteRef:1] [1:  Australian Commonwealth (2015)] 

Siu-Ming Tam (2014) states, “A significant unresolved issue is the threat of disclosure through data accumulation. Every individual is a unique mosaic of publicly visible characteristics and private information. In a data rich world, distinct pieces of data that may not pose a privacy risk when released independently are likely to reveal personal information when they are combined – a situation referred to in the intelligence community as the “mosaic effect”. The use of Big Data greatly amplifies the mosaic effect because large rich data sets typically contain many visible characteristics, and so individually or in composition enable spontaneous recognition of individuals and the consequential disclosure of their private information. This will be a significant issue when disseminating micro data sets from Big Data sources”.
Big data analytics can create new information that is not known in advance and can reveal individual data. That means, there is a risk of disclosure of personal information that can potentially be used against the data subjects intentionally or unintentionally. Working in ethical terms, statistical authorities have to protect the identity and the reputation of the data subjects. Any possibility to compromise individuals or organizations should be excluded.
[bookmark: _Toc485910727]3.6. Dealing with quality of big data 
Big data are not designed for statistical purposes and do not meet statistical standards on concepts and definitions. The studies conducted so far have pointed out a number of quality issues that challenge the use of big data for official statistics. These issues include the selectivity of the data (representativeness), the lack of guarantee in the continuity and stability of the data and the data structure, the risk of data manipulation, the adequacy of statistical concepts, the selection of models, imputation techniques, statistical inference, etc. Some examples are given below. 
Thus, Couper (2013) has described two types of bias regarding big data. “The first is selection bias. … and while almost all of us are users of the new media, we must remind ourselves not to generalize from our own experiences, and remember that while the number of active Facebook users (for example) is enormous, not everyone is on Facebook. …That is, we should make a distinction between the producers of social media and the consumers of such media. The former may not be representative of the latter, and neither may be representative of the general population. … We also need to understand the limits of transaction data – not everyone uses loyalty cards (for example) or credit or debit cards. Mobile phone (and especially smart phone) penetration is not at 100%.  Not everyone communicates by e- mail, and those who do may use different accounts for different purposes. Selection bias can occur at the individual level (e.g., those still using cash) and at the transaction level (e.g., some types of purchases may be more likely to be paid for in cash). There are still many ways in which transactions can be conducted without leaving a trace, and many tips and techniques for avoiding being traced (e.g., Singer, 2013) ….The second type of bias is measurement bias. Despite the stories one reads about the things people post on Facebook or other social media sites, social media is primarily about impression management (see Boyd & Ellison, 2008). To what extent do people’s posts represent their “true” values, beliefs, behaviors, etc.? Similarly, if we counted the number of Facebook friends one has as an indicator of true social network size, we may be seriously wrong”. 
Siu-Ming Tam (2014) underlined the volatility of the sources. “Much Web content is also unstructured and ungoverned – the metadata describing its usage and provenance (origin, derivation, history, custody, and context) are either incomplete or incongruous. Indeed, the long-term reliability of Big Data sources may be an issue for ongoing statistical production. Reputable statistics for policy making and service evaluation are generally required for extended periods of time, often many years. However, large data sets from dynamic networks are volatile – the data sources may change in character or disappear over time. This transience of data streams and sources undermines the reliability of statistical production and publication of meaningful time series.”
The analysis of the use of big data for official statistics by Wirthmann et al (2015) points out that social network data bears the risk of being manipulated. This can be done either by the data provider itself or by third parties. “For example many spurious social media messages could be generated in order to push a statistical index derived from these data in one or another way in case it is known that the index is calculated from such data”
Couper (2013) points out: “It is hard to find evidence, but it is believed that the more people realize that analysis of big data can influence decision-making, the more likely we are to see attempts to manipulate the system – e.g., to generate interest in a topic or produce the desired results by directly manipulating social media, to create multiple accounts, to generate buzz by re-tweeting, and so on. With increased visibility and importance of big data may come increased attempts to manipulate the data for financial or political gain, or merely to make mischief.”  
In summary, exploring new data sources and learning new methods to overcome the data quality problems is a professional duty of statisticians. Big data may require more efforts from statistical agencies to understand the nature of the data sources and to learn what kind of effect it might have on the statistical end-product. Collaboration with data holders is required to obtain knowledge on the provenance of big data. Collaboration with academia could help to develop new methodologies on the use of these sources for producing official statistics. 
[bookmark: _Toc485910729]3.7. Dissemination of statistical output
Big data requires complex techniques to produce the statistical output. Sometimes, we can only observe the inputs and see the outputs, but the transformation (process) may not be understood. Engineers use the term black box to describe a system in which one can watch inputs going in and see outputs coming out, but in between exists some opaque, intangible process that transforms the inputs into outputs under a veil of secrecy. Google sometimes refers to its black box algorithm as the secret source that gives them a competitive advantage. Businesses are increasingly relying on this secrecy strategy when it comes to data, using the rationalization that people would game the system if they knew how it worked (Pasquale (2015)). 
In order to work in line with the professional ethics, NSIs using big data analytics to produce statistical output should not only describe the data sources but also explain clearly methods and models applied. That is absolutely necessary for building confidence and trust of users in official statistics. 
[bookmark: _Toc485910733]4. CONCLUSION
Professional ethics of statisticians do not preclude the use of big data sources in producing official statistics. The exploration of new data sources is a professional duty of statisticians, especially if they have the potential to better satisfy user needs, to reduce the reporting burden, to extend the number of statistical products, etc. Nevertheless, in order to retain the trust and confidence in official statistics and to adapt to the digital world, statistical agencies need to pay attention to possible ethical questions that may arise when big data is used. These questions may concern the relations with the big data holders, the protection of the privacy of data subjects, the transparency of the methods used to obtain statistical outputs. In order to use the potential of big data sources in official statistics, it seems indispensable to set up collaboration between statistical agencies, academia, big data holders, and private companies possessing required skills. 
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